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HeKoTopble acneKTbl 6e30nacHOCTH
B MHOOPMALMOHHbIX CETAX

CyuiecTBytolime yrpo3bl U MeTo bl
NPOTUBOAENCTBUA
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Be3onacHOCTb HAYMHAETCA C MeNoYeU

* UPS

e CepBep A0/1KEH HOPMaNbHO 3aBepLUaTb
paboTy B CAyyasx, Koraa NMTaHue
OTK/IIOYMNNOCH
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3alnTa OT HECAaHKUMOHUPOBAHHOTO
NOCTYna

OTneyaTku nanbLeB, KapTbl, COTOBbIE

TenedoHbl

LLindppoBaHme ancKa nonHoctbto FDE

(Full Disk Encription)

[eorpadumyeckasa NnpuUBA3KA MALLWH,
COAEpPKALLMX BaXKHYIO MHOOPMALMIO Yepes
GPS

ybnnposaHne nHGopmaumm Ans
COXPaHHOCTU
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VLAN

BupTyanbHble IOKanbHble CETU

Kaxkabit VLAN nmeet cBoN MAEHTUPUKATOP
KonnyectBo NpaKTUYECKU HE OrPaHUNYEHO
CTaHAaapT NPUHAT B KOHUe 1992 roaa

C 2004 ropa ctaHaapT 802.10 npmn3HaH
yCTapesLlWwnm 1 3ameHeH Ha 802.1Q.
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VLAN

* Koraa noKasnbHaA ceTb B Npeaenax oaHoro
30aHNUA COBMECTHO UCNO/Ib3yeTcA
HECKONbKUMMN PUPMaMMU, a
HECAaHKUMOHUPOBAHHbIN AOCTYN K
MHPOPMALIMN KeNnaTeNbHO OrPaHUYnTb

* Tak)Xe MOXHO peanm3oBbiBaTb NOA0OHbIE
cxembl B pamKax MHTepHeT npun nomouwin VPN



www.phys.nsu.ru

VPN

* [lo TNy cpeapbl:

* 3alWUNLWEHHbIE = C LULNPPOBAHUEM

 He3awuLweéHHbie — b6e3
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VPN no Ha3sHa4yeHUuto

Intranet VPN gna HecKonbKnx pacnpeaenéHHbix puananos ogHOM
opraHusaumnm, obMmeHmMBaOLWMNXCA AaHHBIMM MO OTKPbITbIM KaHa/lam
CBA3MN.

Remote Access VPN Mcnonb3ytoT gna cos3gaHuA 3aUWLEHHOrOo
KaHana mexxay CermeHTOM KOpnopaTMBHOM ceTu (LeHTpabHbIM
opncom nnm Guananom) u OANHOYHbIM NOAb30BATE/IEM AOMA

Extranet VPN Ncnonb3yloT AnA ceTei, K KOTOPbIM NMNOAKIHOHYAOTCA
«BHELUHWE» NoNb30oBaTeNN (Hanpumep, 3aKa3vynKkn UM KNUEHTbI).
YpoBeHb A0BepUA K HUM HAMHOTO HUXe

Internet VPN MNcnonb3yeTca ana npeaoctaBieHna A40oCTyna K
MHTEPHETY NpoBanaepamm, obbl4HO B C/ly4ae ecam nNo ogHOMY
dun3nveckomy KaHany nogKkao4aroTCAa HECKONbKO NOb30BaTeNEN.

Client/Server VPN OH obecneuunBaeT 3alLUTy nepegaBaemblxX
NAHHbIX MeXAay ABYMA y3n1amu (He ceTaAMKM) KOPNOPaTUBHOM CETM.
DTOT BapMaHT NOXOX Ha TexHonoruto VLAN, HO BMecCTo pasaeneHums
TpaduKa, Cnonb3yeTtca ero wWndpoBaHMe.



Firewall

* [Mepsble Firewall noasuamnce B KoHue 80-x
ronos, B 1991 roay ¢mnpma DEC npegnoxuna
ycTpoucteo SEAL (Secure External Access
Link), ycTpomncTBa e COBPEMEHHOro TUNa
nossunncb B 1993 roay (TIS — Trusted
Information System).

http://book.itep.ru/6/fwal 63.htm



http://book.itep.ru/6/fwal_63.htm
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Firewall

e Cucrema firewall 3amenaetT mappytmnsaTtop
WX BHELWHWNN NopT ceTn (gateway).

e 3alUMLLEHHAA YaCTb CETU pa3meLLaeTca 33
HUM. [NaKeTbl, agpecoBaHHble Firewall,
obpabaTbIiBalOTCA NOKANbHO, @ HE NMPOCTO
nepeajpecyroTcs.

* [1aKeTbl }Ke, KOTopble aapecoBaHbl 06bEKTaM,
pacnoaoXxeHHbim 3a Firewall, He
NOCTaBNAoTCA.
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Firewall

* OAHO YCTPOMCTBO MOKET COBMELLATb B cebe
dYHKUUKM ceTeBOro sKpaHa, lWnt3a, Kawa u
Firewall

* Be3sonacHOCTb ceTn — 6e30nacHOCTb CaMOoro
He3alULIWEHHOro 31emeHTa. 1o aTon NnpuymnHe
CO34aéTcA AeMeTaNIM3NPoBaHHas 30Ha, KyAa
BbIHOCATCA 3TU CaMble 3/1IeMEHTbI
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Firewall

e ObbIYHO CeTeBbIM 3KPAaHOM peasin3yeTca oaHa
M3 ABYX NOAUTUK Be30MnacHOCTU:

* PaspelleHo BCe, YTO He 3anpeLLeHo
npaBMaamm

* 3anpeLleHo BCe, YTO He pa3peLleHo
npaBuaIamu
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Firewall

* HeKoTopble NPOTOKONbI }enaTenabHo
OTOUNBbTPOBLIBATb U3-3a UX NOTEHLMA/IbHOM
onacHocTn. [lonycKatoTca TONbKO Ha cneunanbHO
BblAeNEeHHbIX MaLLUUHaX.

1.MopT 23 (Telnet), He gon*KeH ncnonb3oBaTbCA
BOOOLLE MM NCNONb30BaATbLCA A1
nccnenoBaTenbCKkUX Lenen Ha oagHoun 3BM

2.MopTbl 20 1 21 (FTP) nyywe 3akpbiTb Be3AE, HO, B
KPpaHEM Cy4ae, X MOXKHO OTKPbITb NMpu
HeobxoammocTn Ha oaHom FTP-cepsepe.
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Firewall

MopT 25 (SMTP) 06bl4HO pa3peluaeTcs TO/IbKO Ha
LEHTPa/IbHOM NOYTOBOM CeEpBepe.

MopT 53 (DNS) oTKpblBaeTCcA TONbKO A/19 CepBepoB
MMeH (NepBUYHOro U BTOPUYHOTO).

MopT 520 (RIP) moxeT 6bITb UCNOAb30BaH ANA
nepeHanpasAeHMNA NOTOKa AaHHbIX. ECAn MOXHO
obonTtucb 6e3 npoToKoaa mapwpytusaumm RIP, aTo
cneayet caenatb.

MopTbl 70 (Gopher) n 80 (WWW) gonHbl bbI1Tb
OTKPbITbl TONIbKO A4 WWAO30B COOTBETCTBYHOLLUX
NPUNOKEHUN.

MopT 119 (NNTP -cnyxba HoBOCTEN) AONKEH
MCNO/Ib30BaTbCA TO/IbKO CEPBEPOM HOBOCTEWN.
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Firewall

8. MopTt 79 (Finger) »kxenatenbHO 3aKpPbITb, TaK KakK
yepes Hero moxKet O6biTb NONYYEHA NOe3Han
151 XaKepa nepcoHanbHasa nuHpopmaumA.

9. MopT 69 (TFTP) 6€30roBOpPO4YHO A0/IKEH ObITb
3aKpPbIT ANA Nt06biX BHELWHMX NO/Ib30BaTENEN.
OTKpbITUE AN BHYTPEHHUX NONb30BaTENEN
NONXKHO OCYLLUECTBAATLCA B CyYae KpanHeu
HeobxoamnmocTu ans BbibpaHHbIX IP-agpecos.

10.MopT 540 (UUCP) nyywe 3abnoKkmpoBaTb U3-3a
ero ysi3BMMOCTU (cama ycayra yctapesa n ee
H6e30nacHOCTb He COBepLLUEHCTBYeTCA).
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PekomeHayeTca 6N10KMPOBaTH

* NFS (Network File System). B chy4yae pa3pelweHus
A0CTYyNa K 3TOM ycayre yepes ceTeBOU 3KpaH, Ha
YAAaNEeHHOM MallMHEe MOXHO byaeT CMOHTUPOBATb
$anNoBYIO CMCTEMY BalLEN CETU U AeNaTb C HEW BCe
4YTO YrogHo...

* NIS (Network Information System - ceteBas
NMHPOPMALIMOHHAA CUCTEMA). ITa CUCTEMA MO3BOAET
XaKepam y3HaTb HY*KHble UM UMEHA Y3/10B U
NONb30BaTe/Ien B BalLlen CeTH.

e X-windows. 1o yA3BMMOCTM 3Ta ycayra CpaBHUMaA C
Telnet, ponycKaeT yaaneHHbIN 3anyCcK NpoL,eccos.
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[lepcoHanbHble Firewall

TexHonorus

AHann3 cCoCToAHUSA

Firewall pabouen ctaHunu

[ Ny©OKM aHann3 NnakeTos
(DPI)

dunbTpaumnsa yasBuMocTen

OKpaHnpoBaHue
YA3BUMOCTEN

NHTennekTyanbHble
donnbTpbI

OOblYHbIE PUNLTPLI

Pewaemas npobnema

BrnokupoBka Bcex HexenaTerbHbIX
NMPOTOKONOB

3awumwaet ot DoS-aTak

BbisBNseT ornacHoe coaepXXMmoe NakeToB
B Cry4ae paspeLleHHbIX MPOTOKOMNOB

BriokupyeT BriMsaHne N3BeCTHbIX
YA3BUMOCTEN

BrioknpyeTt ya3BMMOCTb NOKa OHa He
yoaneHa.

BriokypyeT ysa3BMMOCTU, KOTOPblE HE MOTYT
ObITb yOarieHsbl.

3aluLaloT OT aTak HyJfieBOro gHs.
YcunmeatoT NoNUTUKY 6€30nacHoCTM.

3awuTa npunoXxXeHmmn
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JBOIIOUMA Yrpo3 NO AaHHbIM
WWW World Wide Weaponization.

CobbiTne
1921 Kapen Hanek Hanucan pomaH RUR o0 6yHTe poboToB

[xoH ®oH HenmaH onybnnkosan kHury "O6Lwas u riormdeckas Teopus

1948
aBTomMaToB". O60oCHOBaHMe BOCNPON3BEOEHUSI.

1976 [xoH bpyHHep onybnnkoBan gpaHTacTndeckn pomaH "Shockwave Rider" (0
KOMMbIOTEPHbIX B3JTOMax)

1982 CotpyaHukamun dmpmbl Kcepokc xoHom LLlokom n MloHom Xynnom BBeA€EH
TePMUH "yepBb"

1984 Koxem nybnukyet "A short course on computer viruses" (KpaTKU Kypc no

KOMMNbIOTEPHbBIM BUpYyCaMm)
1986 Co3gaH nepsbiv BUpPYC Anst obnactu boot (Brain)

1987 3apernctpupoBaHoO NepBoe CEMeNCTMBO BUpycoB Nepycanum
CosgaH MynbTUnnaTgoOpPMEHHbIN YepPBb, CMOCOBHBIN NepemMeLaTbCcs rno

1988
NHTepHeT

1991 3apermctpmposaH BUpyc MukenbaHxeno, BbI3BaBLUMM LLIOK B NMpecce, HO
MMEBLLMIN Maryrt ONacHOCTb

1992 CosgaHo nepBoe nonmmopdHoe ceMenCcTBO BUPYCOB (MtE - Mutation

Engine)



1995
1998

1999

2000

2001

2002

2003
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JBOOUMNA, MPOAONKEHNe

[lepBble aTaku makpoBupyca W97M gokymeHToB MS Word
Co3spgaH nepBbIn Java-BUpYC (Strange Brew)

[lepBble ycriewHble aTakn YepBsa VBS/Melissa cuctem, 6asmpyroLmnxcsa
Ha no4yToBou cucteme Outlook

[TosiBrnieHne Bupyca VBS/Loveletter - HaHeCLIEro HAaMbOSbLLNIA YPOH.
[lepBoe BTOp>XEHME B OC Windows (Win32/Qazworm)

[leTekTnpoBaHue BUpyca Sega Dreamcast.

[TosiBneHne Bupyca, basupytowlerocst Ha IM (Win32/Goner)

[lepBasi aTtaka 4yepBsi Red npotnB WEB-cepBepoB

[TosiBneHne BMpyca, crnocobHoro 3apaxaTb Macromedia Flash-tpaisbl
(ActnS/LFM.A)

Peructpauuns yepsa Win32/Sobig

[TosiBneHue 4Yepss Blaster, CNosb3ytoLLero yassmMmMmocTt Windows
Peructpauunsa koga Win32/SQLSlammer, MICNOSb3YHOLWENO YA3BMMOCTH
Mirosoft SQL-cepBepa

IRCbots (Internet Relay Chat) Ha4an ncnonb3oBaTbCca ANA yrpasrneHus
botnet
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JBOOUMNA, MPOAONKEHNe

[lepBbIv YepBb Perl/Sarty - WEB-4epBb, UCMOSb3YHoLWLKUn Google
[lepBas BonHa malware - Bagle/Netsky.Mydoom

Co3aaHune ObICTPO pacnpoCTPaHSLErocs NOYTOBOIO YEPBS
(Win32/Mydoom)

Pernctpauusa nepBoro 4epBs Anst MObunbHbIX CpeacTs
(SymbQOS/Cabir)

[MosiBneHue 4YepBs Lion, nopaxatowiero LINUX-cepBepbl

MaccoBoe pacnpocTtpaHeHue 4yepBda Win32/Sober

Peructpaumns TpossHCKoro KoHst Win32/TrojanDownloader,
2005 MacKupytoLerocs nog BMaeo Kogek

[MossBneHue nepBoro koga ransomware (Win32/Cpcode trojan)

[TosaBneHne Adware, NepBOro goanbLLINBOro aHTUBUPYCHOIO

cpeacTBa C BbiNagalroLnMmMm MKOHKaMm npeaynpexgeHum

2004

3adukcmpoBaH YyepBb Win32/VB.NEI (Kamasutra), KOTOPbI
2006 paspyLuaeT unm ctupaeT goaunsibl Ha TPETUN AeHb MecsLua
[MosBurnca yepBb W97/TrojanDropper, aTakyrowmn dpannsl MS Word



2007

2008

2009
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JBOOUMNA, MPOAONKEHNe

BbissBneHa botnet "Storm", BoBne4yeHHas B
paccbinky SPAM (Win32/Nuwar)

Co3aaHbl nporpaMmmbl A4ns yaaneHHoro 3aHeceHus
B MaLLUWHbI Bpe4OHOCHbIX KOOOB

PocT nonynsapHOCTU LeneBbIX aTak,
ncnonb3yrwmnx pannesl MS Office (PPT,XLS, DOC)
[Tony4ynn pacnpocTtpaHeHue kog Win32/Spy.Zbot
ans Kpaxu 6aHkoBcKon MHdopMauum

[TogaBunca Bupyc, 3aapaxaroLwmm Photo Frame Driver
CD

Uepsb Win32/Conficker nopasnn MUNAUOHGLI
pabo4nx ctaHUMn, Ucrnonb3yroLwmx Microsoft OS

3apermctpupoBaHa botnet ¢ YACIIOM MaLLWH B CETU
b6ornee 1.900.000 C LLEHTPOM ynpaBreHUs Ha
YKpaunHe
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Bonpochbl

* Kakue cpeactBa 3aWUTbl MOXXHO NPUMEHUTDL
AnAa nepcoHanbHon 3BM?

* Kaknm obpa3om pacnpocTtpaHaeTcs
BpeAoOHOCHaA Nporpamma?

* YTO MOXeT ObITb LUenbto aTakn Ha
NepCcoHasibHbIK KOMMNbIOTEP?
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